WhistlewWare 3.2 and Port Mapping

Overview: Y ou may have a machine on your LAN from which you would like to provide a service to the
outside. For example, you may have a Web Server, an FTP server or even a database that you would like to
make available to the outside world.

Port Mapping allows the configuration of the firewall to support service redirection. This allows you to
configure the InterJet to forward requests for aservice (HTTP, FTP, SMTP, PPTP etc) to an internal
machine. While still being able to provide an external service to the outside however, thisinternal machine
is still protected by the InterJet’ s firewall in all other respects.

Whistle Communications does suggest that only people experienced with the configuration of firewalls
have access to the Port Mapping feature. An incorrect configuration may create a security risk to your files
or prevent InterJet services from functioning properly.

How to usethe Port Mapping feature.
In the following example one of the machines on our Office Ethernet isaWeb Server. We have just

developed our web site and have put it on this machine. We now would like to make the web service of this
machine available to the outside world.
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Configuration Detalls:
1. Configuring your client to use a static | P address

Overview: Before you can configure the Port Mapping feature on the Interjet, you must first configure the
machine (in this case the Web Server) to use a static I1P address.

1.1 Configure your client to use a static I P address. Consult documentation provided with your client
operating system on how to do this.

1.2 Accessing the InterJet’s User Interface through your browser, go the System Agent / Network page and
check the radio button next to the | P address of the web server assigned in step 1.1, then click the ‘ Edit
* button.



1.3 Enter adescription for this machine, then a DNS name. In this case, we will use “Company Web
Server’ asthe description, and ‘webserver’ for its DNS name.

1.4 Check the ‘' This machine uses afixed |P address’ box and enter the | P address of this machine.

1.5 Click OK

Figure 1: Screen Shot to configure machine to use static |P
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2. Configuring Port Mapping on the I nter Jet

2.1 Accessing the InterJet’s User Interface through your browser, go the System Agent / Firewall tab.

2.2 We first must specify the protocol that will be used. For web services, we must specify the protocol
TCP. Select the TCP/UDP selection.

2.3 Next we must specify the port that is associated with the service we are mapping. For http, we must
specify the port number 80 . (* See below for alist of well known port numbers)

2.4 Next we must specify from what |P addresses we will alow access to this internal web server. In this
case, we will make the web server available to all external people. Select all.

2.5 Finaly we must specify the machine on the LAN that will provide the service. From the dropdown
menu, select the machine specified by its DNS name configured in step 1.3.

2.6 At this point, when a computer on the Internet makes a http request to the InterJet, the InterJet will
forward the request to the internal web server at 192.168.1.10.



Figure 2: Screen shot of Port Mapping configuration.
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3. Waéll known TCP port numbers.

20 FTP - Data
21 FTP - Control
23- Telnet
25-SMTP

53 -DNS
80-HTTP

110 — POP3



