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Important Notices

This information was developed for products and services offered in the U.S.A.

IBM may not offer the products, services, or features discussed in this document in other countries.
Consult your local IBM representative for information on the products and services currently
available in your area. Any reference to an IBM product, program, or service is not intended to state
or imply that only that IBM product, program, or service may be used. Any functionally equivalent
product, program, or service that does not infringe any IBM intellectual property right may be used
instead. However, it is the user's responsibility to evaluate and verify the operation of any non-IBM
product, program, or service.

IBM may have patents or pending patent applications covering subject matter described in this
document. The furnishing of this document does not give you any license to these patents. You can
send license inquiries, in writing, to: IBM Director of Licensing, IBM Corporation, North Castle Drive,
Armonk, NY 10504-1785, U.S.A.IBM is a registered trademark and the e-business logo and IBM
Small Business WebConnections are trademarks of International Business Machines Corporation.

Trademarks

IBM is a registered trademark and the e-business logo and IBM Small Business WebConnections
are trademarks of International Business Machines Corporation.

InterJet, Whistle Communications, and WhistieWare are either trademarks or registered trademarks
of Whistle Communications, an IBM Company.

Apple, Macintosh, Mac, AppleShare, and AppleTalk are registered trademarks of Apple Computer,
Inc., registered in the U.S. and other countries.

Microsoft, Windows, and Windows NT are trademarks of Microsoft Corporation in the United States,
other countries, or both.

Other company, product, or service names mentioned herein may be the trademarks or service
names of others.

Legal Statements

The following paragraph does not apply to the United Kingdom or any other country where
such provisions are inconsistent with local law: INTERNATIONAL BUSINESS MACHINES
CORPORATION PROVIDES THIS PUBLICATION “AS IS” WITHOUT WARRANTY OF ANY KIND,
EITHER EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF NON-INFRINGEMENT, MERCHANTABILITY OR FITNESS FOR A
PARTICULAR PURPOSE. Some states do not allow disclaimer of express or implied warranties in
certain transactions, therefore, this statement may not apply to you.

This publication includes information that supports multiple models; therefore, not all text may apply
to your model. This information could include technical inaccuracies or typographical errors.
Changes are periodically made to the information herein; these changes will be incorporated in new
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editions of the publication. IBM may make improvements and/or changes in the product(s) and/or
the program(s) described in this publication at any time without notice.

Any references in this information to non-IBM Web sites are provided for convenience only and do
not in any manner serve as an endorsement of those Web sites. The materials at those Web sites
are not part of the materials for this IBM product and use of those Web sites is at your own risk.

Information concerning non-IBM products was obtained from the suppliers of those products, their
published announcements or other publicly available sources. IBM has not tested those products
and cannot confirm the accuracy of performance, compatibility or any other claims related to non-
IBM products. Questions on the capabilities of non-IBM products should be addressed to the
suppliers of those products.

Any performance data contained herein was determined in a controlled environment. Therefore, the
results obtained in other operating environments may vary significantly. Some measurements may
have been made on development-level systems and there is no guarantee that these
measurements will be the same on generally available systems. Furthermore, some measurement
may have been estimated through extrapolation. Actual results may vary. Users of this document
should verify the applicable data for their specific environment.

IBM may use or distribute any of the information you supply in any way it believes appropriate
without incurring any obligation to you.

Year 2000 Compliance Information

This is a Year 2000 Readiness Disclosure.

A product is Year 2000 Ready if the product, when used in accordance with its associated
documentation, is capable of correctly processing, providing and/or receiving date data within and
between the 20th and 21st centuries, provided all other products (for example, software, hardware,
and firmware) used with the product properly exchange date data with it.

This InterJet hardware product has been designed use 32 bits to process 4-digit date information
correctly within and between the 20th and 21st centuries, starting at January 1, 1970. This approach
allows the correct representation of dates up to 03:14:07, January 19, 2038 (GMT).

This InterJet product cannot prevent errors that might occur if software you use or exchange data
with is not ready for the Year 2000. IBM software that comes with this product is Year 2000 Ready.



About This Guide

This guide, the Secure Remote Access Configuration and User’s Guide, explains
how to configure and use the Secure Remote Access feature, which allows users
to access your private Office network from remote locations. This guides
explains how to configure the Secure Remote Access feature on the Inter]Jet, set
up remote computers for Secure Remote Access, and access your network
remotely using a remote computer.

This guide assumes that you are familiar with at least one of the following
operating systems: Microsoft® Windows® 95 or 98, Windows 2000, Windows
NT® Workstation 4.0 or a later version, , or Macintosh® System 7.5 or a later

version of the Mac® OS.

What This Guide Contains

This guide contains the following information:

O Chapter 1, “Introducing Secure Remote Access,” describes the Secure
Remote Access feature, how the feature works, the requirements for using
the feature, and the feature’s limitations.

O Chapter 2, “Configuring the InterJet for Secure Remote Access,” explains
how to

e configure the Secure Remote Access feature on the InterJet
e specify which users can use Secure Remote Access
e specify when Secure Remote Access is available to remote users

e determine the InterJet VPN (virtual private network) server name,
which users need when setting up their remote computers

O Chapter 3, “Setting Up Your Remote Computer for Secure Remote
Access,” explains how to

e setuparemote Windows 95, 98,2000, or NT Workstation computer
for Secure Remote Access

Vii



About This Guide

®  obtain instructions for setting up a remote Mac OS computer for
Secure Remote Access

® sct up a remote mail program to retrieve e-mail messages remotely

Tip: You can provide a photocopy of Chapter 3 to each remote user.

O Chapter 4, “Accessing Your Network Using Secure Remote Access,”
explains how to use your remote computer to log in to the InterJet and
access network resources.

Tip: You can provide a photocopy of Chapter 4 to each remote user.

O Chapter 5, “Managing Secure Remote Access,” explains how to view

information about a remote connection to your network, disconnect a
remote computer from your network, and view the Remote Users report.

Typographical Conventions Used in This Guide

This guide uses the following typographical conventions.

Type or Style Indicates Example

Bold An object, command, button, option, or edit
label that appears on a WhistleWare page,
a command or option in another program,
or the name of a key on the front panel of
the InterJet or on your computer’s
keyboard.

Monospaced font | A file or folder name, URL, screen setup.exe
message, or text that you must type
precisely as indicated.

Monospaced A description of information, or a variable, domain_name
italic font that you must replace with specific
information.
Italics A document name, emphasis, or a new Customer Care Guide

term being defined.
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Icons Used in This Guide

The following icons highlight important information:

Note: Calls attention to supplementary or noteworthy information.

Important: Calls attention to important information that helps you to use the
Inter]et effectively.

Caution: Calls attention to instructions that you must follow to avoid loss of
data, damage to the Inter]Jet, or a security risk to your network.

Tip: Provides helpful techniques for using your InterJet and information that
enhances your knowledge of the Inter]Jet.

Obtaining Assistance

If, after using this guide, you need further assistance when configuring your
InterJet for Secure Remote Access or setting up remote computers, refer to your
Customer Care Guide. This guide provides information about how to obtain
technical assistance using online support resources or by contacting a customer
support specialist.
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How To Send Comments About This Guide

Your opinion is important to us. If you have comments about this guide, please
send e-mail to the following address:

whistledocs@whistle.com.

In your e-mail message, please include this guide’s title and either the page
number or topic to which your comment applies. Your comments should
pertain to the information in this guide or the way in which the information is
presented. If you have a technical question, please refer to your

Customer Care Guide for information about contacting a support specialist.

If you would like a response to your comments, please include your name and
contact information in your e-mail message.
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Introducing Secure Remote Access

The Secure Remote Access feature is an optional feature for the Whistle
Inter]et. If you are not sure whether your InterJet has the Secure Remote Access
feature, please refer to your service contract.

The Secure Remote Access feature allows up to ten users to simultaneously log
in to the InterJet® and access your private Office network from remote
locations—such as their homes or remote offices—using computers running
Microsoft® Windows® 95 or 98, Windows 2000, Windows N'T®, or Mac® OS.
Thus, telecommuters and mobile users can access resources on your Office
network—for example, Web pages, e-mail messages, and files on the Inter]Jet
and other computers—just as they would in your office. The Inter]Jet firewall
protects remote computers as though they were clients on your

Office network.

The Inter]et provides you with much flexibility in managing remote access. You
can allow all users or only specific users to access your Office network remotely.
You can also specify the times at which remote access is available to remote
users. To help you to optimize use of Secure Remote Access, the Inter]et
provides a Remote Users report showing which users use the feature the most
and the durations of their remote connections.

How Secure Remote Access Works

The Secure Remote Access feature uses virtual private networking technology,
which allows you to create a completely private, secure connection between a
remote computer and the InterJet using the communications infrastructure of
the public Internet.

To establish a remote connection, a remote computer and the InterJet use the
Point-to-Point Tunneling Protocol (PPTP) to create a private “tunnel” that
transports encrypted data across the public Internet. Through this tunnel, users
can access your private Office network to view Web pages on your intranet,

11
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retrieve e-mail messages from their InterJet mailboxes, and access files on the
InterJet and other computers.

To access your Office network, remote users must first connect to the Internet in
either of the following ways:

O through their own Internet service provider (ISP) accounts—such as
AT&T WorldNet Service, MCI WorldCom Internet, Earthlink, and so
on—which they use for Internet access at home or other locations

O through an ISP Internet connection provided by a remote local area
network (LAN), such as a branch office

Once a remote user connects to the Internet, the user then uses a PPTP client
program to contact the InterJet virtual private network (VPN) server. The VPN
server authenticates the remote user and establishes a secure PPTP tunnel,
thereby allowing the remote user to access your private Office network, as
shown in the following figure.

ISP Internet connection ISP Internet connection

Remote computer

Internet
ISP ISP

- PPTP tunnel

Private Office network

Encryption

The InterJet uses the strongest encryption available for remote PPTP
connections. In the United States, the InterJet uses either 128-bit encryption or
40-bit encryption, depending on the level of encryption that the remote user's
PPTP client program supports. In other countries, the InterJet uses

40-bit encryption.
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Requirements

To provide remote access to your private Office network, your service contract
must include the Secure Remote Access feature.

Remote computers must be running one of the following operating systems:
O Microsoft Windows 95 or 98

O Microsoft Windows 2000

O Microsoft Windows N'T 4.0 or a later version

a

Macintosh® System 7.5 or a later version of the Mac OS.

Remote computers must have a PPTP client program installed on them. For
details about PPTP clients, see Chapter 3, “Setting Up Your Remote Computer
for Secure Remote Access.”

If you want to establish a Secure Remote Access connection between a client
computer on a remote LAN—such as a branch office—and the InterJet, the
remote network’s firewall must allow PPTP connections to pass through it.
Specifically, the firewall must be configured to allow IP protocol number 47
packets to pass through it. If the firewall on the remote network restricts
PPTP traffic, you cannot access the InterJet and your Office network from the
remote network.

Tunneling Protocol Support

Secure Remote Access supports PPTP (Point-to-Point Tunneling Protocol). It
does not currently support L2TP (Layer 2 Tunneling Protocol).

Network Protocol Support

Secure Remote Access supports the following protocols over a PPTP
connection:

0 TCP/IP (Transmission Control Protocol/Internet Protocol)

O NetBIOS (Network Basic Input/Output System) over TCP/IP and SMB
(Server Message Block) over TCP/IP, which provide remote file-sharing

services with computers on your network that are running Windows 95 or

98, Windows 2000, or Windows N'T
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O AFP (Apple Filing Protocol) over TCP/IP, which provides remote file-
sharing services with computers on your network that are running either
Mac OS 9.0 or later or AppleShare® IP server

Secure Remote Access does not currently support other network protocols over
a PPTP connection, including:

O Microsoft NetBEUI
O AppleTalk®
O Novell IPX/SPX

Network Operating System Support

If your network is running a network operating system, remote clients must be
running the appropriate network client software to access resources on your
network. Whistle Communications has verified that the Secure Remote Access
feature functions with the following network operating systems running on a

TCP/IP LAN:

O Windows NT Server 4.0, with remote clients running Client for Microsoft

Networks. This client is included with Windows 95, 98, 2000, and N'T.

O AppleShare IP Server 6.3, with remote clients running AppleShare Client
3.7.4 or a later version. This client is included with Mac OS 8.1 and later
versions.

O Novell Netware 5.0 or 5.1, with remote clients running Novell Client for

Windows 95/98.

For more information about using Secure Remote Access with Novell
Netware, please contact your customer support specialist.
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2

Configuring the InterJet for Secure

Remote Access

This chapter explains how to configure the InterJet so remote users can log in to
the InterJet remotely and access resources on your private Office network.

Important: To complete the steps in this chapter, you must log in to the
InterJet using an account that has both the System Administrator and
Personnel Administrator privileges. If your personal InterJet account does not
have these privileges, you can log in to the InterJet using the Administrator,

or admin, account.

1 Configure the Secure Remote Access feature.

To configure the Secure Remote Access feature on the Inter]Jet, follow these

steps:

1 Start your Web browser, then type interjet in the Location or Address box.

3 Netscape

File Edit View Go Communicator Help

« ¢ 3 A4 a = & i@
Back Fonward Reload Home Search  Metscape Stap

A\ " Bookmarks & Location [nttp-/7interet/

=] EP7 What's Related

4

!

A login dialog box appears.

2-1



Chaptrer 2

Type your Inter]Jet login name and password to log in to the Inter]et.

Enter username for Authorization at InterJet:

UserName: ['our interJet login name
Pazsword: I““ﬁ

Cancel

WhistleWare™ starts, and the InterJet home page appears.

On the InterJet home page, click Custom Services.

3 InterJet Home Page - Netscape.

I [=] 3
e Edit View Go Communicator Help
4 EE LN
bk oo bl fame  Seech Newape P Seewy
A" Booknatks & Location [t it/ <] @7 Whts Rebled
2 ]
public wob e imernal wobste help
L [

1 am the System Agent. | provide information about your
9 netwark, and help yau keep it and the InterJet running 7;.3 Schodulo

%@ Smoothly.

Whistle

WhistleWare™

==

G % 0@ @ 2| )

The Custom Services page appears.

Under Bundled features, click the Secure Remote Access option button.

55 Custom Services - Netscape =[E[x]
File Edt View Go Communicator Help

- help

To configure a bundled feature, select it, then click configure feature.

ot e

Eservices

Current service: Platinum service with 55K Analog Connectian
Bundled features: & Secure Remote Access
© Weh Site Blacking

© 56K Analog Connection

Click here for i about other IBM Small Business Solutions services

Close

5  Click configure feature at the top of the page.

The Configure Secure Remote Access page appears.
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To turn on Secure Remote Access, select the Enable Secure Remote Access
check box.

55 Custom Services - Netscape =[E[x]
File Edt View Go Communicator Help

40, Toconfiure Secure Remote Access, specify the range of IP addresses for help
remate access machines. This range must be within your Office network's range
of IP addresses, but must not overlap the DHCP range of IP addresses.

Secure Remote Access

P Enable Secure Remote Access
Range of IP addresses for Office netwark 192.168.1.1 ~ 1921681254
DHCP range of dynamic IP addresses:  192.168.1.128 ~ 1921681254
Range of IP addresses for remote access: [192.168.1. 10 — [52 168.1.19

oK | _cancel

In the Range of IP addresses for remote access boxes, specify the first and last IP
addresses in a range of up to ten addresses that you want to reserve for use
by remote computers.

Choose any range of up to ten IP addresses, ensuring that the range

O is within the range of IP addresses assigned to your Office network,
which appears under Range of IP addresses for Office network

O does not overlap with your Office network’s DHCP range of dynamic
IP addresses

For example, if the range of IP addresses for your Office network and the
DHCP range appear as follows:

Secure Remote Access

W Enable Secure Remote Access
Range of IP addresses for Office network: 192 168 1.1 - 192 1681254
DHCP range of dynarmic IP addresses 192.168.1.128 - 192.168.1.254

then you could choose a range of ten addresses outside the DHCP range,
such as

192.168.1.2t0192.168.1.11.

In this example, the first three numbers in the IP address are common to all
IP addresses on the network, as follows:

192.168.1

The fourth number in the IP address—?2 for the first address and 11 for the
last address—are the numbers that uniquely identify the first and last
computers in the range for remote access.

The IP address 192.168.1.1 is usually reserved for the InterJet itself, so
you generally do not include that address in the range.

Click OK.

Click Close to close the Custom Services page.

2-3
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2

To use Secure Remote Access, users must

Specify who can use Secure Remote Access.

have the Secure Remote Access

privilege enabled for their InterJet accounts. To enable Secure Remote Access

for a user’s account, follow these steps:
1 Inthe Agent Selector, click Personnel.
The Personnel Agent View appears.
Point to the Users object.

The Users menu appears.

iministrator: InterJot Home Page - Netscape

I [=] 3
dt View Go Conmuricatr Hep
b 3
Bock  Foid Reoed Home  Seach Nelwowe P Seouiy i
e T =] €3 Whats Relaed
- public website / intornal website 2/ halp
& Iy epors
#i /) am the System Agent. | provide Information about your
E%’u) Py netwark, and help yau keep it and the InterJet running 7;.3 Schodulo
Sysom smoothly.
o Cosom
Y & S
@ peisomel
W
o Users
& vt g
UserAccountTempiate (] Eé‘.[\ 2
New User ygj
Graanization d
Associates
WhistleWare™
& ==

On the menu, click Users List.

The Users List page appears.

3 Users List - Netscape.
i

di_View Go Communicstor Help

[_[CIx]

.

1 am the Personnel Agent. | can help your organization set up and manage
accounts for users in your organization. This page shows the account
information for each user

help

7 e X dvite
Select Login Name Real Name Admin Privileges
© 2 admin Administrator £E26=
[al=N crodrig Carlos Rodrigues

[al=N jsmith John Smith

[al=N piones Pam Janes
o2& thalan Robert Balan
ca rdesai Ramesh Desai
o & slee Susan Lee =
[al=N snguyen Steve Nguyen 2
o & sran Sudha Rao
[al=N tyamada Tarou Yamada

Close
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—— | secure Remote Access

4 Under Select, click the option button for a user account for which you want
to provide the Secure Remote Access privilege.

5  Click edit at the top of the page.
The Edit User page appears.

6  Under Basic Privileges, sclect the Secure Remote Access check box.

Fle Edt View Go Commuricalor Help

help
f\i Tell me how you want to change the account for this user. When you are finished, click OK

|2 Edit User "msmith” ¥ Account enabled

Realname:  [Hary swich

Lagin name:  msrith

New password Confirm password (maximurn 8 characters)

Privileges

Basic Privileges Advanced..  Administrative Privileges
Mait atemed.. | ™ = postmaster (Manages mail accounts.)
 Mai [m} Webmaster (Manages Web publishing.)
¥ Add to "all" mailing list ™ B System Administrator  (Manages system settings )
Personal Publishing o ™ & Personnel Administrator (Manages user accounts )

¥ Internal Web
I~ Public Web
internet Access:
I~ Surf even when access is limited
I~ Allow access ta blocked Web sites

OK| _cancel

7  Click OK.

Caution: If the user’s existing InterJet password is not safe for remote access,
the following warning message appears in the message area at the top of the
Users List page.

o Warning: The user's password is not safe for remote access. Safe passwords help
are at least 4 characters and contain a combination of letters and other
% characters. The passwiord eannot he the user's login name plus a number or
another character. Updated the account msmith

If such a message appears, instruct the user to change his or her password so that
it is at least four characters and contains at least one character other than a letter,
such as a number or symbol. Note that the password cannot be the user’s login
name followed by a number or another character—for example, msmithl.

8 Repeat steps 3 through 7 for each user account for which you want to assign
the Secure Remote Access privilege.

9  Once you are finished assigning the Secure Remote Access privilege to user
accounts, click Close to close the Users List page.

2-5
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Specify when Secure Remote Access is available.

You can use the InterJet Activity Schedule to specify the work periods during

which users can access the InterJet and your Office network remotely.

To schedule remote access, follow these steps:

1 On the InterJet Home page, click Schedule.

e Edt View Go Communicator Help
/ S & @
back  Fowpd Aaeed Ao Sewh Nebowo P Sewy St
f Booknaks K Gota[pp iieret <] @ Whas Rekated
9
pubiic wob steintorno wab svehelp
& I|| Reports
-]

1am the Personnel Agent. | can help your organization

E%’u) Y set up and manage aceounts for users in yaur 0§ schosie -
e organization =

Y Q%R & Addons
@ peisomel

B BH Sh3
— = @:(
Organization «
Associates
WhistleWare™
== Sk 0 &P B 2 | /)

The InterJet Activity Schedule page appears.

2 Click change schedule at the top of the page.

3 InterJet Activity Schedule - Netscape M=
File Edt View Go Communicator Help
help.
The Inter.Jet Activity Schedule shows you the schedule for many of the system's
time-related activities.

7 change schesle 4

B3 Key Scheduled Activities
Select type of day:
© Business days © Non-husiness Days
MTuWThF Sasu
Activity schedule:
am

e
o 84 a8 4 B
e g [ R——
e imes imes
[Bllowe ‘AHawed ‘AHaw a‘

Web site mirroring: Not scheduled [ mirornow
Next scheduled backup: Carfiguration Only at 3 AM 413011299
Blocking list update: Every Thursday at 3 AM

Close

The Change Activity Schedule page appears.
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3 Under Schedule activities by work period, change the schedule for Remote access
by selecting or clearing the Allow check box for each work period.

% Chango Activity Schedule - Netscape M)
File Edt View Go Communicator Help

help,
The Inter.Jet Activity Schedule allows you to adjust the frequency and duration of
InterJet activities.

Change Activity Schedule
Set business days and hours:

M Tu W Th F Sa Su
Businessdays ¥ ¥ F ¥ F T T

During those days, work haurs are [3 AM =] to [5PM <

Schedule occasional activities:

™ Mirror Web site, if necessary, at [2 AM <

To schedule backups, click [ schecile backups.

Schedule activities by work period:

Business Days Non-Business
Work Hours | Non-Work Hours Days
Send external mail
at least every [immediately =] [immediately =] [immediately =]
Retrieve external
EEl G [Never = [Never = [Never =
Allow Internet
(Weband FTP)|  [Unlimited =] [unlimited =] [Unlimited =]
access
——P» | Remoteaceess 7 Allow 7 Allow 7 Allow
Discannect after _ = = —
ot il tig; |10 minutes =] |[10 minutes =] |[10 minutes |
oK| _Cancel

Tip: You can change your organization’s work periods by selecting new
options under Set business days and hours at the top of the Change Schedule
page.

4  Click OK to close the Change Activity Schedule page.
5 Click Close to close the InterJet Activity Schedule page.

Option: Turn on remote dial-back.

Remote dial-back allows users who are out of the office to access your network
at any time using the Secure Remote Access feature, regardless of whether the
InterJet is currently connected to your ISP.

If your Inter]et uses a dial-on-demand connection to IBM or another ISP—such
as a 56K modem or ISDN connection—you can turn on the remote dial-back
feature on the InterJet to allow a remote user to establish a connection between
the InterJet and your ISP.

If your Inter]Jet uses a full-time connection to IBM or another ISP—such as a
DSL, cable modem, or leased-line connection—the remote dial-back feature is
unnecessary and therefore unavailable. Skip to the next step, “Determine the
InterJet VPN server name.” on page 2-9.
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Once you turn on remote dial-back, remote users can simply call the telephone
number for the telephone line that InterJet uses for your ISP connection, which
causes the InterJet to dial your ISP to establish a connection to the Internet. For
complete information about using remote dial-back, see “Using remote dial-

back” on page 4-7.

To turn on remote dial-back on the Inter]et, follow these steps:

1

In the Agent Selector, click System.

The System Agent View appears.
Point to the WAN object.

The Wide Area Network menu appears.

!EI:{

<] @ whats e

Office Net

WhistleWare™

é public web site intornal web site help
Periomel o

""""" # _/Iam the System Agent. | provide Information about your
netwark, and help yau keep it and the InterJet running 7;.3 Schodulo

‘ thls
fo)

Share Bandwidih

56K Modem
Enatle

-‘g/ connect
1 = |
djm ‘>\:T —\)ﬂ

InterJet

Wide Area Network

)

[l Roports

s Custom
S services

Perimeter Net

==

S eGP E 2

3

On the menu, click the Allow Remote Dial-Back check box.

Tip: Make sure that you provide remote users with the telephone number for
the line that the InterJet uses to connect to your ISP—that is, the number for the
telephone line to which the InterJet is connected. If you do not know this
number, ask your telephone company.
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Determine the InterJet VPN server name.

To use Secure Remote Access, users must set up their remote computers to
establish a remote connection. When setting up their remote computers, users
must know the fully qualified domain name (FQDN) for the InterJet virtual
private network (VPN) server.

The FQDN for the InterJet VPN server consists of the primary public name for
the Inter]Jet, followed by your organization’s domain name—for example,
interjet.whistle.com, where

O interjet isthe primary public name

O whistle.comis the organization’s domain name

To determine the InterJet primary public name so you can provide remote users
with the FQDN for the InterJet VPN server, follow these steps:
1 Inthe Agent Selector, click System.

The System Agent View appears.

2 Point to the InterJet object.

The Inter]Jet menu appears.

le Edl View Go Communicdlor Hep
< ¥ 3 A 2 5 & B
Bock  Foud Reoed Home  Seach Nebwowe Pl Seouiy  Gip
A sooknaks 4 Locaon s Tt =] @ et Roted
Rt (8 Woal (8 Contoct [5 Foope [ YelowPages [ Dowriood [ Frdskes (4 Chomets
S8 8 | Sowicwenite 7 imematwabsne e
- & [
#i /) am the System Agent. | provide Information about your
9 netwark, and help yau keep it and the InterJet running 7;.3 Schodulo
h smootty
'&7 & Costom
}! i) & S
Systom

I
i

. .
InterJet |- isp)
< General Configuration _|A
B~ N §
-

Upgrade —

- = \{% LY
BackUn g White
Restore .

Diagnostics Perimeter Net

WhistleWare™

= == S eGP E 2

3 On the menu, click General Configuration.

The General Configuration page appears.
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Click edit InterJet.

5 Gonoral Configuraton - Netscape B
File Edt View Go Communicator Help

- ] lam the System Agent. | provide information about your help
network, and help you keep it and the InterJet running
[ ) smootily
N

System 7 itterit 5 =}

M Memory 32MB

E]  Hard disk 607 MBused B 14,911 MB free
R Time 16:05 Last synchronized 1 minute ago

ate Monday, 10 January 2000

By Lastbackup  12/13/99

Network et corfigurtion

“& Port disabled
71 machines detected
0 active users.

=  Connection
2 Ethemet
B8 File sharing Q el

WhistleWare™

OE  Version 42
[ Language  US.Englishe=
&  Encyption  US. grade (128 bit

Close

The Edit InterJet page appears.

Under On Perimeter Ethernet network, the primary public name for the Inter]et
appears as the first name under DNS name(s). IBM or another ISP assigns this
name to your InterJet. You cannot change this name.

55 Edi Intorot - Netscape B
File Edt View Go Communicator Help

halp
.5 Tellme how you wantto change the information about the
ERFZ. InterJet. When you are finished, click OK.

LED

& Machine
Description Whistle InterJet
InterJet ID # 12345678

¢ On Office Ethernet network
DNS namef(s) B
foir

[por

Hardware address 00:60:61:04:11:98

IP address 192.168.1.1

“# On Perimeter Ethernet network

DNS amels)  interjet el
ftp

Hardware address 00:60:61:05:11:7C
IP address 123.456.789.1

OK Cancel

The primary public name constitutes the first part of the InterJet FQDN,
which has the following form:

primary_public_name.your_domain_name

For example, if the primary public name for your InterJet is pubTic and
your organization’s domain name is whistle. com, then the FQDN for the
InterJet VPN serveris interjet.whistle.com.
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5  Write the FQDN for the InterJet VPN server in the box below so you can
provide it to users who are setting up their remote computers for Secure
Remote Access.

My InterJet VPN server name is:

6 Click OK to close the Edit InterJet page.

7  Click Close to close the General Configuration page.

For networks running Windows NT Server:
Ensure that the InterJet configuration includes
NT Server settings.

If your network is running a Windows N'T Server, the server may include a
Windows Internet Naming Service (WINS) server for name resolution on your
network. Because each Windows computer on your network registers its
name—called a NetBIOS name—with the WINS server, this server can
provide Windows computers with name-to-IP address mappings. These
mappings allow Windows computers to display the names of other computers
in Network Neighborhood (for Windows 95, 98, and NT) and My Network
Places (for Windows 2000), and use other Windows Networking services.

For a Windows computer to discover name-to-IP address mappings, it must
send a request over your network. The type of request that your computer sends
depends on your WINS server’s configuration—called a NetBIOS name server
(NBNS) type.

A remote Windows computer must receive the WINS server address and
NBNS type from the InterJet; otherwise, a remote user cannot use Network
Neighborhood/My Network Places to access computers on your network or use
other Windows Networking services. If your InterJet is running a Dynamic
Host Configuration Protocol (DHCP) server for your network, the InterJet is
usually configured with this information manually during its installation.
However, if your N'T Server or another machine is running your network’s
DHCP server, you must ensure that the Inter]Jet is configured with the
WINS server’s IP address and the NBNS type. For instructions on setting a
WINS server IP address and an NBNS type on the Inter]et, refer to
Installing the Interfer 11.
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For more information about WINS servers and NBNS types, please refer to
your Microsoft Windows NT Server documentation.

Next steps...

Your Inter]Jet is now ready to provide remote access. To access your private
Office network from remote locations, users must first set up their remote
computers. See Chapter 3, “Setting Up Your Remote Computer for Secure
Remote Access.”
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Setting Up Your Remote Computer for
Secure Remote Access

This chapter explains how to set up your remote computer so you can log in to
the InterJet and access private network resources, such as Web pages, files, and
e-mail messages.

Before you begin...

Before you being setting up your remote computer for Secure Remote Access,

ensure that you have the following:

O

Internet access: You must have access to the Internet at your remote location.
For example, if you are at home, you must have an individual ISP account
for Internet access, such as AT&T WorldNet Service, EarthLink, and so on.
If you are at a remote office, and your computer is connected to a network
that has access to the Internet, you can use that network’s Internet
connection when using Secure Remote Access.

A PPTP client program: Your remote computer must have PPTP (Point-to-
Point Tunneling Protocol) client program installed on it. This program
allows you to create a secure, private connection to your Office network
across the Internet. The Inter]Jet works with the following PPTP client
programs:

e Microsoft VPN Adapter for Windows 95 or 98: Included with Windows 98.
For Windows 95, you may need to obtain the Dial-Up Networking
Upgrade, version 1.3 or greater, from the Microsoft Web site:
http://www.microsoft.com

e Microsoft PPTP client for Windows 2000: Included with Windows 2000.

e Microsoft PPTP client for Windows NT: Included with Windows N'T 4.0 or a
later version.
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e NTS TunnelBuilder for Mac 0S: Available from Network Telesystems:
http://www.nts.com When setting up TunnelBuilder for Mac OS,
please refer to the instructions that Network Telesystems provides. For
guidelines to follow when setting up TunnelBuilder, see “Configuring
TunnelBuilder for Mac OS” on page 3-29.

The InterJet VPN server name: Your InterJet administrator must provide you
with the fully qualified domain name (FQDN) for the InterJet virtual
private network (VPN) server. This server name allows your remote
computer to identify the InterJet when establishing a Secure Remote Access
connection across the Internet. You specify this server name when
configuring a PPTP client program on your computer.

My InterJet VPN server name is:

Public IP address for the InterJet (for Remote Macintosh computers only): If your
remote Macintosh computer uses a dial-up connection to your ISP, you
must obtain the public IP address for the InterJet. TunnelBuilder requires
you to specify the IP address for the InterJet VPN server—that is, you
cannot specify a FQDN.

e Ifyour Inter]et has a static, or fixed, public IP address, your Inter]et
administrator can provide you with the address.

e Ifyour InterJet uses a dynamic IP address, the address may change
frequently, so you must determine the IP address each time you want
to use Secure Remote Access. To determine this address, you can use a
domain name lookup utility, several of which are available on the
Internet. Whistle Communications provides a custom domain name
lookup utility for Secure Remote Access users, called LookupName.
This utility is available at the following URL:

ftp://ftp.whistle.com/pub/mac

If you unsure whether your InterJet uses a dynamic IP address, ask your
InterJet system administrator.
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O

(Optional) The InterJet telephone number: If your InterJet uses a dial-on-demand
connection to your organization’s ISP—for example a 56K modem or
ISDN connection—you may need the telephone number for the telephone
line that the Inter]et uses to connect to your ISP. If your Inter]Jet
administrator has turned on the remote dial-back feature on the Inter]et,
you can dial this number to connect the Inter]Jet to the Internet so you can
access your network. Ask your InterJet administrator whether you need
this number.

My InterJet telephone number is:

Windows 95, 98, 2000, or NT users only: Ensure

that you can access network resources.

To use Secure Remote Access to access shared resources on your network using

a computer running Windows 95, 98,2000, or N'T, you must ensure that your

remote computer’s name and workgroup or domain settings are compatible

with your Office network. If your computer is running Windows 95 or 98, you

must also ensure that your Windows login name matches your InterJet login

name.

O

If you are accessing your network remotely on the same portable Windows
computer that you also use in the office, you do noz need to change your
computer’s name, workgroup, or Windows login settings. Skip to the next
step, “Configure a PPTP client program on your remote computer.” on
page 3-8.

If you are accessing your network remotely on a different Windows
computer than the one you use at the office, you may need to change your
remote computer’s name, workgroup or domain, and Windows login
settings to prevent computer name conflicts and to use Network
Neighborhood (for Windows 95, 98, and N'T) or My Network Places (for
Windows 2000).
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Preventing computer name conflicts

To prevent name conflicts with Windows computers on your network, you
must ensure that your office and remote computers have different names.
Windows computers register their names—called NetBIOS names—on a
network to identify each other. If both your office and remote computers have
the same name, your remote computer cannot register its name on the network,
thereby preventing you from accessing network resources.

Using Network Neighborhood/My Network Places

On your remote computer, you can use Network Neighborhood/My Network
Places to access shared or private files on the InterJet file server and shared files
on other Windows computers on your network. To use Network
Neighborhood/My Network Places, you must ensure that your remote
computer and the InterJet reside in the same workgroup or NT domain. If you
do not know the workgroup for the Inter]et, either check the workgroup
setting on the computer that you use at the office, or ask your Inter]Jet
administrator.

Important: If your remote computer is running Windows 95 or 98, you must log
in to Windows or Microsoft Networking using your InterJet login name to
access shared or private storage space on the Inter]Jet file server. If your
Windows or Microsoft Networking password and your InterJet password are
not the same, the InterJet asks you to provide your password whenever

you attempt to access the file server using Network Neighborhood/My
Network Places.

Changing your computer’s name or workgroup

To change the name or workgroup for your remote computer, follow these
steps, as appropriate for your computer’s operating system:

Windows 95 or 98

1 On your computer’s desktop, double-click My Computer.
2 Double-click Control Panel.
3 Double-click Network.
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The Network dialog box appears.

Metwork [ 21 x]

Configustion | gentifcation | Access Control |

The fellawing network companents are installed

Microsoft Virtual Frivate Networking Adapter B

IP/SP%-compatible Protacol > DialUp Adapter

IFX/5F-compatible Pratocal -» DialUp Adapter #2 (VPN

|P/SPx-compatible Protocal -» Existing Ndis2 Driver

NDISWAN > Microsoft Vitual Frivate Netwarking Adap—lelll
| »

1«

Hemovel | 0 Eepere |

Fiimary Network Logon
| Client for Microsoft Networks |

File and Print Sharing

Desciption

ak Cancel

4  Click the Identification tab.

The Identification dialog box appears.

Network [ 7] ]

Configuration Identification | Agcess Control |

[B] Windows uses the following information to idertify your
— computer onthe netwark. Pleass typs a name for this
2 computer, the workgroup it wil appear in, and a short
description of the computer.

Computer name: | mycomputer
Wiorkgroup: mygroup

Computer |
Deseription:

Cancel

5 Option: In the Computer name box, type a new name for your computer.
6  In the Workgroup box, type the workgroup for your Office network.
7  Click OK.
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Windows 2000

1 On your computer’s desktop, double-click My Computer.
2  Click Network and Dial-up Connections on the left.

The Network and Dial-up Connections window appears.
3 Click Network Identification on the left.

The System Properties dialog box appears.
General Network Identfication | Hardware | User Prafies | Advanced |

[ windows uses the following information to identify wour computer
on the network.

Full computer name:  MyComputer

Workgioup WORKGROUP

To use the Network Identfication Wizard (o oin &

demain and crsste 5 sl Lser, olick Natwork D Hetuerk D

Ta tsname this computer of join & domain, click
Properties.

oK Cancel Apply

4  Click Properties.

The Identification Changes dialog box appears.
x|

*You can change the name and the membership of this
camputer, Changes map affect aceess to network resources.

Computer name,

MyComputer

Full computer name

MyComputer.
More..
Merber of
" Domair:
& Workaroup
IWDHKEHDLIF‘

Cancel

5 Option: In the Computer Name box, type a new name for your computer.
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6  Under Member of, sclect either Workgroup or Domain name, as appropriate for
your Office network, then type the domain or workgroup name in the box.

7  Click OK.

Windows NT

1 On your computer’s desktop, double-click My Computer.
2 Double-click Control Panel.
3 Double-click Network.

The Network dialog box appears.

Network [ 7] <]

Identfication | Services | Protocos | Adapters | Bindings |

[B] Windows uses the following information to ideniify your
(= computer on the netwark. You may changs the name for

this compuiter and the workgroup or domain that it wil
appeat in.

Computer Name:— [hyCornputer

Domain IMyCDmpany

ak Cancel

4  Click Change.

The Identification Changes dialog box appears.

Identification Changes HE

Windows uses the follawing information ta identify your computer on
the network. You may changs the name for this computer, the
waorsgroup o domain that it will appear in, and creale a computer
account in the domain if specified.

Computer Hame:  [lyCamputer

[~ Member of

© wokgroup: [

& Dormain [ty Company

=T Greate & Bomputer Aasourtin te Damai

This eptior will create an seeaunt o ke darmai for s
GompUtEr GUImUst SpEsit & Usen acoaunt it the bt
add warlstations o the specified|domear above.

Wserhiemes |

Besswordi [

Cancel
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Option: In the Computer Name box, type a new name for your computer.

Under Member of, select either Workgroup or Domain name, as appropriate for
your Office network, then type the NT domain or workgroup name in

the box.
Click OK.

2 Configure a PPTP client program on your remote
computer.

Your remote computer must have one of the following PPTP (Point-to-Point

Tunneling Protocol) clients installed on it:

O Microsoft VPN Adapter for Windows 95 or 98

O Microsoft PPTP client for Windows 2000

O Microsoft PPTP client for Windows N'T

0 NTS TunnelBuilder for Mac OS

For information about obtaining these clients, see “Before you begin . ..” on
page 3-1.

A PPTP client on your remote computer allows you to access all InterJet
services, including:

O
O

files in the dropbox and your personal folder on the InterJet file server

e-mail messages in your mailbox on the InterJet mail server

O Web pages on your intranet
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You can also access files on other computers and all network resources that use
TCP/IP, including printers and other devices.

To configure a PPTP client on Follow the instructions in this section...
computer running this
operating system...

Windows 95 or 98 “Configuring the Microsoft VPN Adapter for Windows
95 or 98" on page 3-10

Windows 2000 “Configuring the Microsoft PPTP client for Windows
2000” on page 3-17

Windows NT “Configuring the Microsoft PPTP client for Windows
NT” on page 3-21

Mac OS “Configuring TunnelBuilder for Mac OS” on page 3-
29
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Configuring the Microsoft VPN Adapter for Windows 95 or 98

To set up a remote Windows 95 or 98 computer for Secure Remote Access, first
verify that the Microsoft VPN Adapter is installed on your computer, then
create a new VPN dial-up connection.

Verifying that the Microsoft VPN Adapter is installed on your computer
1 On your computer’s desktop, double-click My Computer.

2 Double-click the Control Panel folder, then double-click Add/Remove
Programs.

The Add/Remove Programs Properties dialog box appears.
3 Click the Windows Setup tab.
The Window Setup dialog box appears.

4 In the list of components, double-click Communications.

Add/Remove Programs Properties HE
InstallUinstall Windows Setup | Starup Disk |
To add ot remave  component, select o clear the check bok. IF

the check box is shaded, only part of the companent will be:
installed. To see what's included in & component, click Details.

46MB &
17.7MB

1.7 MB

Components

P & nunications
A Deskiop Themes 37ME 7|
Space used by installed components B5.4 ME
Space required: 0.0 ME
Space avalable on disk 6473 ME
Deeseription

Includes accessories to help you connect to other computers
and anline services.

6 of 9 components sslected Details
Have Disk.
ok | Cancel | i |

The Communications dialog box appears.
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5

In the list of components, locate the Virtual Private Networking component and
ensure that its check box is selected. If the check box is clear, select it.

To add a companent, select the check box, or click to clear it if you
don't want the component, A shaded bo means that anly part of
the companent will be installed. To see what's included in a
component, click Details

Components:

W% HyperTerminal 08ME =]
% Micrnsoft Chat 2.5 31ME
A Nathizeting 45MB
& Phone Disler

“irtual Private

Space used by installed components: 5.4 MB

Space required 0.0MB

Space avalable on disk: 5539.3ME
Description

Pravides sscure cannections to private netwarks acrass public

networks such as the Intemnet.
Detais..

Click OK to return to the Windows Setup dialog box.
Click OK to close the Windows Setup dialog box.

Important: If you selected the Virtual Private Networking check box, you must
restart your computer to finish installing the component.

Creating a new VPN connection

1
2

On your computer’s desktop, double-click My Computer.
Double-click Dial-Up Networking.

If you have not already created any dial-up networking connections for
your computer, the Make New Connection Wizard starts automatically.

Double-click Make New Connection to start the Make New
Connection Wizard.

Make New Connection =]

Type & name for the computer you are dialing

IIr\telJel

Sekect a device
52 [Microsolt VPN Adapter |
Corfigue

< Eacks I Mext > I Cancel
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Type a description for your VPN connection in the Type a name for the
computer you are dialing box.

For example, type Interdet, the name of your company, or a general
description such as 0f fice Connection.

In the Select a device drop-down list, select Microsoft VPN Adapter, then
click Next.

Type the fully qualified domain name (FQDN) for the InterJet VPN server
in the Host name or IP Address box.

For example, type interjet.mycompany.com.

Your InterJet administrator provides you with this server name. For more

information about the VPN server name, see “Before you begin ...” on
page 3-1.
Make New Connection

Type the name or addiess of the YWPN server

Host name o IF Addiess:

public mydomain. com

< Back I Mext » I Cancel

Click Next.
Click Finish.

A new icon for the VPN connection that you just created appears in the
Dial-Up Networking folder. Depending on the name you chose for your

connection, the icon might appear as follows:
L]

=
El"q-

|Hter) et

Right-click the icon for the VPN connection, then select Properties.
The dialog box for your VPN connection appears.
Click the Server Types tab.
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The Server Types dialog box appears.

InterJet

General Server Types |

Type of DiakUlp Server

[PRR: ntemet windows NT Server windows 35 =]
~ Advanced options:

¥ Log onto network.

¥ Enabl

¥ {Hentire enciypied password
I™ Requite data encryption

™ Becord alog file for this connection

~Allowed netwark protacals:
I~ NatBEUI
I IPR/SPY Compatible

I ICRAP TCRAP Settings.
Cancel

11 In the Server Types dialog box, select only the following check boxes:
O Log on to network
Enable software compression

g
O Require encrypted password
g

Require data encryption (the InterJet always encrypts your data, regardless
of whether you select this option)

a TCPIP

12 Clear the NetBEUI and IPX/SPX Compatible check boxes. Secure Remote Access
does not support NetBEUI or IPX/SPX over a PPTP connection.

13 Click TCP/IP Settings.
The TCP/IP Settings dialog box appears.

14 Ensure thatonly the following options are selected:
O  Server assigned IP address
O  Server assigned name server addresses
O Use IP header compression
O  Use default gateway on remote network
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& aivar sesioned B sddresd
" Specity an |P address
I addiess
5 Sever assigned name server addresses
€ Speciyname server addiesses
B ey DN
Gecandan DHG;
Py NG
GecandanbyIte: (L0000 00
¥ Use IP header compression
¥ Use default gateway on remote network
Cancel

15 Click OK to close the TCP/IP Settings dialog box.
16 Click OK to close the dialog box for your VPN connection.

Verifying that network components are installed on your computer.

Once you have set up your VPN connection for Secure Remote Access, Whistle
Communications recommends that you verify that all the required network
components are installed on your Windows 95 or 98 computer.

Your remote computer must have all the components for the Microsoft VPN
Adapter, Dial-Up Networking, and file sharing. If your remote computer
requires an Ethernet connection—for example, if it uses a DSL or cable modem
to connect to your ISP or it is connected to an Ethernet network at a remote
office—your computer must also have an appropriate Ethernet adapter.

To verify that all the required network components are installed on your remote
computer, follow these steps:

1 On your computer’s desktop, double-click My Computer.
2 Double-click Control Panel.
3 Double-click Network.

3-14



Setting Up Your Remote Computer for Secure Remote Access

The Network dialog box appears.

Metwork [ 21 x]

Configustion | gentifcation | Access Control |

The following network components are installed

Microsoft Virtual Frivate Networking Adapter B

IP/SP%-compatible Protacol > DialUp Adapter

IFX/5F-compatible Pratocal -» DialUp Adapter #2 (VPN

|P/SPx-compatible Protocal -» Existing Ndis2 Driver

NDISWAN > Microsoft Vitual Frivate Netwarking Adap—lelll
| »

1«

Hemovel | 0 Eepere |
Fiimary Network Logon
| Client for Microsoft Networks |
File and Print Sharing
Description
oK Cancel

4 Under The following network components are installed, verify that the following
components appear:

O Client for Microsoft Networks or another network client, as
appropriate for your network

This component allows you to use Network Neighborhood for file
sharing. If this component does not appear, click Add to install it. For
complete instructions on installing a network client, refer to Windows

Help.

Dial-Up Adapter

Dial-Up Adapter #2 (VPN Support)

Microsoft Virtual Private Networking Adapter

TCP/IP -> Dial-Up Adapter

TCP/IP -> Dial-Up Adapter #2 (VPN Support)

NDISWAN -> Microsoft Virtual Private Networking Adapter

o o o o o o o

an Ethernet adapter, if your remote computer uses a DSL or cable
modem to connect to your ISP or it is connected to an Ethernet
network at a remote office

Note: If any of the VPN (virtual private networking) components do not
appear, re-install the Microsoft VPN Adapter, as described in “Configuring
the Microsoft VPN Adapter for Windows 95 or 98” on page 3-10.

3-15



Chapter 3

5 Ifyoudid not make any changes to the network components, click Cancel to
close the Network dialog box.

Once you have configured a VPN connection for Secure Remote Access and
verified that all the required network components are installed on your
computer, you can log in to the InterJet and access your private Office network.
For instructions on logging in to the InterJet and accessing your network, see
“Using the Microsoft PPTP Clients for Windows 95, 98, 2000, and NT” on
page 4-2.
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Configuring the Microsoft PPTP client for Windows 2000

Microsoft pre-installs the PPTP client for Windows 2000. Follow these steps to
configure the client for a VPN connection:

1
2
3

On your computer’s desktop, double-click My Computer.
Click Network and Dial-up Connections on the left.

In the Network and Dial-up Connections window, double-click
Make New Connection.

The Network Connection Wizard starts.

Network Connection Wizard

Welcome to the Network
Connection Wizard
Using this wizard you ean create a connection ta other

computers and networks, enabling applications such as
e-mall, Web brawsing, file sharing. and prinfing.

To continus, click Next.

< Back I Nest > I Cancel

Click Next.
Click Connect to private network through the Internet, then click Next.

If you have already a created a dial-up networking connection to an ISP, do
one of the following:

O Ifyou want to use your dial-up networking connection to access the
Internet when using Secure Remote Access, click Automatically dial this
initial connection. Then, in the drop-down list, select the dial-up
connection you use to access the Internet

O Ifyou do not want to use your dial-up networking connection to access
the Internet when using Secure Remote Access, click Do not dial this
initial connection.

Click Next.

Type the fully qualified domain name (FQDN) for the InterJet VPN server
in the Host name or IP Address box.

For example, type interjet.mycompany.com.
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Your InterJet administrator provides you with this server name. For more
information about the VPN server name, see “Before you begin ...” on
page 3-1.

Network Connection Wizard

Destination Address
‘what is the name or address of the destination?

Type the host name or IP address of the computer or network 1 which you are
connecting.

Huost name or IP address [such as microsoft. com or 123 45 6.78)

public. mydomain. com

< Back I Nest > I Cancel

9  Click Next.
10 Click Only for myself, then click Next

11 Type a description for your VPN connection in the Type the name you want to
use for this connection box.

For example, type Interdet, the name of your company, or a general
description such as 0f fice Connection.

12 Click Finish.

A new icon for the VPN connection that you just created appears in the
Network and Dial-up Connections folder. Depending on the name
you chose for your connection, the icon might appear as follows:

zlrzl"l
Lin
InterJet

13 Right-click the icon for the VPN connection, then select Properties.

The Properties dialog box for your VPN connection appears.

14 Click the Networking tab.
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15 In the Type of VPN server | am calling drop-down list, select Point-to-Point

Tunneling Protocol (PPTP).
2

General | Options | Secuiy  Netwerking | Sharing |

Type of VPN server | am calling:

—P [Paint to Paint Tunneling Protacol (PPTF) |
Settings

Components checked are used by this connestion
Intemet Frotacel (TCFAF)

ils and Printer Sharing for Micrasoft Networks
Client for Microsoft Networks

Install Upirstall Praperties
Description

16 Under Components checked are used by this connection, ensure that the
following components appear and that their check boxes are selected:

O Internet Protocol (TCP/IP)

O  Client for Microsoft Networks or another network client, as appropriate for

your network

This component allows you to use My Network Places for file sharing.
If this component does not appear, click Add to install it. For complete
instructions on installing a network client, refer to Windows Help.

0 Option: File and Printer Sharing for Microsoft Networks

17 Click the Security tab.

18 Ensure that the following options are selected:
O Typical (recommended settings) is selected and that

O Required secured password, in the Validate my identity as follows drop-down

list
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Note: Do not select Automatically use my Windows logon name and password,
unless they are the same as your InterJet login name and password.

InterJet Properties 2]

General | Options  Secury | Netwarking | Sharing |

- Security option:
* Typical [recommended settings]

Vaiidate my identity as follows:

[Retuie secured password =

I~ Automatically use my Windows logan name and
password (and domain if any)

IV Require data encryption [disconnect if none]

" Advanced (custom seftings]

Using these setings reauies 2 krowledae. | ¢ oo
of secuy protocls 4

Cancel

19 Click OK.
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Configuring the Microsoft PPTP client for Windows NT

To create a VPN connection, you must first install the Microsoft PPTP client on
sy
your computer, then configure the client.

Note: Your computer must be running NT 4.0 with Service Pack 4 or a later
version. During the installation process, you may need your Windows N'T CD-

ROM to install PPTP on your computer.

Installing the Microsoft PPTP client
1 On your computer’s desktop, double-click My Computer.
2 Double-click Control Panel.
3 Double-click Network.

The Network dialog box appears.
4  Click the Protocols tab, then click Add.

Metwork HEBE
Identification | Services Protocols | Adapters | Bindings |

Hetwork Protocals:

%~ TCRAP Protocal

—P Add Henee | PEEREE Wzel

- Description

Cancel

The Select Network Protocol dialog box appears.
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5  Select Point-to-Point Tunneling Protocol.

Select Network Protocol HEBE
Click the Network Protocal that you want te install, then click OK. If
Sy vouhave an nstaltion sk fo tis componen,cick Have Disk
Netwark Protocok
& NetBEUI Protocol =]
) % WwLink IP/SP% Compatible Transport
% Stueams Emviormert
T TCPAP Protocol
Have Disk...
oK Cancel
6 Click OK.

The Windows NT Setup dialog box appears.

7 Specify the location of your Windows NT installation files. You may need
to insert your Windows N'T' CD-ROM into your computer’s drive.

8 Click Continue.

The system installs the PPTP files on your computer, then the PPTP
Configuration dialog box appears.

9  In the Number of Virtual Private Networks box, type 1, then click OK.

PPTP Configuration [ x]

Murmber of Yirtual Private Metwarks: 1
Cancel

A dialog box appears, informing you that RAS set up will be invoked.
10 Click OK.

The Remote Access Setup dialog box appears.
11 Click Add.

Port Device Type
COMT Sportster 3000 XYZ Modem Continue: I
Cancel
Hetwork..
Help
P sad | Aemove | Conigwe.|  Cone |

The Add RAS Device dialog box appears.
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12 Select VPN1-RASPPTPPM.

Add RAS Device

FAS Capable Devices:

Cancel

rht

Help

Install Modem
Iristall %25 Pad.

13 Click OK to return to the Remote Access Setup dialog box.

14 Under Port, select VPN1.

Bort Device Tope

Sportster 3000 WY 7 tndem Cantinus I
FASPPTPM PN
Cancel
Hetwork...
Help

dd. | Bemove | Corfigue core |

15 Click Continue.
The Configure Port Usage dialog box appears.

16 Ensure that the Dial out only button is selected and that no other options are
selected, then click OK to return to the Remote Access Setup dialog box.

Configure Port Usage [x]
Pat.  WENT
Device:  RASPPTPM
Cancel

Port Usage————
Help
" Dial out only
" Recaive calls only
" Dial out and Receivs calls

17 Click Network.

The Network Configuration dialog box appears.

18 Under Dial-out Protocols, select the TCP/IP check box. Ensure that all other
check boxes are clear.

Network Conlfiguration

Dial aut Pratocols:

™ WetBEUI r—
—— P FIorr

(il E

19 Click OK to return to the Remote Access Setup dialog box.
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20 Click Continue to display the Network dialog box.
21 Click Close.

22 Restart your computer.

Creating a new phonebook entry for your VPN connection
1 Double-click My Computer.
2 Double-click Dial-Up Networking.

If this is your first phonebook entry, the Dial-Up Networking dialog box
appears. Click OK.

3 Click New.

Phone number prexiew,

Dialing figm
[ Bl
Location..
Dial Close

The New Phonebook Entry Wizard starts.

4  Type a description for your VPN connection in the Name the new phonebook
entry box.

For example, type Interdet, the name of your company, or a general
description such as 0f fice Connection.

New Phonebook Entry Wizard

Dialp Networking connects pou to remate networks
using your madem, ISDN, or other WAN adapter. This
wizard helps yau create @ phonebook entry that stores
the seftings nesded to connect to & particular remote
network,

Name the new phonsback entry

[Interdet Connection

I 1 know all about phenebook entries and
would rather edit the properties diractly

< BEGE I Mext > I Cancel

5 Click Next.
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The Server dialog box appears.
Ensure that all option check boxes are clear, then click Next.
The Modem or Adapter dialog box appears.

In the Select the modem or adapter this entry will use drop-down list, select
RASPPTPM(VPN1).

Modem or Adapter

Select the modem or adapter this entry will use.

1

Sportster 300 XY Z [COMT)

The list showes devices set up to dial out. |f a devics is
missing, you will need to add it with the Control Panel by
starting Metwork and selecting Remote Access Service.

< Back I Mext > I Cancel

Click Next.
The Phone Number dialog box appears.

Type the fully qualified domain name (FQDN) for the InterJet in the
Phone number box.

For example, type interjet.mycompany.com.

Your InterJet administrator provides you with this server name. For more
information about the VPN server name, see “Before you begin ...” on

page 3-1.

Phone Numher

Enter the phane number of the diakp server you are
caling. Altemate phone numbers, f any, ars diled
automatically if the primary phane number cannot be
reached. They may akso be used to set differsnt
numbers on individuial mullinked [SON fines.

Phone number

IinlEriel yourcompany. com

Alternates

I~ Use Telephony disling properties

< Back I Mext > I Cancel

10 Click Next.

11 Click Finish to return to the Dial-Up Networking dialog box.
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12 Under Phonebook entry to dial, select the PPTP phonebook connection that
you just created, then click More to display a drop-down list.

&5 Dial-Up Networking

Phonebook entpy to diak

[intertet Connection

Phane number preview

[interiet yourcompany com

Dialing fram
[Wew Location =l
Location
Dial Close

13 Click the Edit entry and modem properties.
The Edit Phonebook Entry dialog box appears.
14 On the Basic tab, verify that

O the FQDN for the InterJet VPN server is specified correctly in the
Phone number box

O RASPPTP(VPN1) is selected in the Dial using drop-down list

Edit Phonebook Entiy
Basie | Sewer | Seipt | Seouie | ®25 |

Entry name: Interlet Connection
Comment
Phone number:  [interiet pourcompany.com Altemnates

I~ Use Telephany disling propertiss

Dial using RASPRTRM [VFNT) ~|  Configure...

W Uze another port if busy

Cancel

15 Click the Server tab.
16 In the Server Types dialog box, do the following

O Verify that PPP, Windows NT, Windows 95 Plus, Internet appears in the
Dial-up server type drop down list.

O Under Network protocols, sclect only TCP/IP. If necessary, clear the NetBEUI
and IPX/SPX Compatible check boxes. Secure Remote Access does not
support NetBEUI or IPX/SPX over a PPTP connection.
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0 Ensure that the Enable software compression check box is selected.

Edit Phonebook Entry [2]x]

T Sever | Sept | Seewty | x5 |

Dishup server type

Netwark protocal

I ICPAP TCP/P Settings..

I~ IP%/SPX compatitle
I~ NstBEUI

IV Enable software compression
IV Enable PP LCP extensions

Cancel

17 Click TCP/IP Settings.
The PPP TCP/IP Setting dialog box appears.

18 Ensure that only the following options are selected:
O  Server assigned IP address
O  Server assigned name server addresses
0O  Use IP header compression
O  Use default gateway on remote network

PPP TCP/IP Settings EHE
@ Eerver assianed [P addiess
€ Speciy an P addiess

’7 [ addicss 0.0.0.0

@ Server assigned name server addiesses

€ Specify name server addiesses ———————

Brimnry DS 1) 1) 1} 1}
Seconidan G [1} [1} 0 0
iy S 0.0.0.0
Secondan i [1} [1} 0 0

¥ Use P header compression

¥ Use default gateway on remote nebwork

0K Cancel

19 Click OK.
20 Click the Security tab.
21 Select Accept only Microsoft encrypted authentication.

You can also select the Require data encryption check box; however, the
InterJet always encrypts your data regardless of whether you select
this option.
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Ensure that the Use current user name and password check box is clear.

Edit Phanebaok Entry [EI=]
Basic | Sewer | Seipt Secuity | xz |

Authentication and encryption policy
" Accept any authentication including clear test

" Accept only encrypted authentication

& HAccept only Microsolt encrypted authentications

™ Require data encryption

I~ Use cunent ussnams and password

Wit o et

Cancel

22 Click OK to close the dialog box for your PPTP phonebook entry.

Once you have configured the VPN connection for Secure Remote Access, you
can access your InterJet and its Office network. For instructions on logging in to
your InterJet and network, see “Using the Microsoft PPTP Clients for
Windows 95, 98, 2000, and N'T” on page 4-2.
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Configuring TunnelBuilder for Mac 0S

Install and configure TunnelBuilder for Mac OS by following the instructions

that Network Telesystems provides. When configuring TunnelBuilder, follow

the guidelines in the following sections to ensure that you can log in to the

InterJet VPN server and access your Office network. If you have questions

about configuring TunnelBuilder, please contact Network Telesystems
technical support.

Remote TunnelBuilder

Configure the Remote TunnelBuilder component if you use an analog modem
or ISDN connection to your ISP.

O

MacTCP or TCP/IP control panel: Specify any required information about your
own ISP dial-up account.

Network or AppleTalk control panel: You need not configure this control panel
because Secure Remote Access currently does not support AppleTalk over a
PPTP connection.

NTS PPP Dialer: On the Account tab, specify information about your own ISP
dial-up account. On the Modem tab, specify information about your
computer’s modem. On the DNS tab, in the Use DNS Addresses pull-down
menu, click As determined by PPP negotiations. On the Misc. tab, ensure that the
Attempt to negotiate for AppleTalk check box is clear.

If your InterJet has a szatic IP address, do the following: In the VPN
Settings dialog box, specify the IP address for the InterJet VPN server
and your InterJet login name and password. Specify the same InterJet
login name and password that you use at the office to access the
InterJet. For the VPN protocol, specify PPTP.

If your InterJet uses a dynamic IP address, do the following: On the Misc.
tab, clear the Start virtual private network after connecting check box. In the
VPN Settings dialog box, type 1.1.1.1 for the VPN server IP
address. This address is a placeholder, which you replace once you look
up the actual IP address with a domain name lookup utility. In the
VPN settings dialog box, specify your InterJet login name and
password. Specify the same InterJet login name and password that you
use at the office to access the InterJet. For the VPN protocol,

specify PPTP.
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LAN TunnelBuilder

Configure the LAN TunnelBuilder component if you use a DSL or cable
modem connection to your ISP, or you are a guest on a remote network that has
Internet access.

O TCPIIP control panel: Specify any required information about your own ISP
dial-up account.

O  Network or AppleTalk control panel: You need not configure this control panel
because the Secure Remote Access currently does not support AppleTalk
over a PPTP connection.

O  LAN TunnelBuilder Settings control panel: For the VPN protocol, specify PPTP.
For the VPN server address, specify the fully qualified domain name
(FQDN) for the InterJet VPN server. For the VPN user name and
password, specify your InterJet login name and password, respectively.
Specify the same Inter]et login name and password that you use at the office
to access the Inter]et.
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Option: Set up a mail program on your remote
computer.

You can use Secure Remote Access to retrieve your e-mail messages from your
mailbox on the InterJet mail server. Depending on the remote computer that
you are using, you may need to set up a mail program to retrieve your messages:

O Ifyouare using Secure Remote Access to retrieve e-mail messages on the
same portable computer that you also use at the office, you can use the same
InterJet mail account as you use at the office. No further setup of your mail
program is necessary.

O Ifyouare using Secure Remote Access to retrieve e-mail messages on a
different computer than the one you use at the office, you must create a new
mail account for your InterJet mail using your remote computer’s mail
program. This new account tells your remote mail program where to
retrieve your mail on the Inter]et.

Alternatively, you can change the settings for an existing mail account.
However, doing so would require you to change the settings back to their
original values to retrieve mail sent to the existing account.

Creating a new mail account in your mail program

The following instructions explain how to create a new mail account on your
remote computer using Netscape Messenger (Netscape Communicator 4.0 or
later), Microsoft Outlook Express 5.0 or later, or Qualcomm Eudora Email 4.3
or later. For information about creating a new mail account using another mail
program, refer to your mail program’s manual or Help, and follow the
guidelines in the section “Guidelines for setting up your new mail account” on

page 3-33.

Creating a new mail account using Netscape Messenger (Communicator 4.0 or later) for
Windows

1 On your computer’s desktop, click Start, then point to Programs.
2 Point to Netscape Communicator, then point to Utilities.
3 Click User Profile Manager.

The Profile Manager program appears.
4 Click New.
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5 Follow the instructions on the screen to set up a new profile for retrieving
your remote mail. When specifying information, refer to the section
“Guidelines for setting up your new mail account” on page 3-33.

Creating a new mail account using Netscape Messenger (Communicator 4.0 or later) for
Mac 0S

1 Run Netscape Communicator.

The Netscape Communicator Profiles dialog box appears.
2  Click Manage Profiles.
3 Click New.

The New Profile Setup program runs.

4  Follow the instructions on the screen to set up a new profile for retrieving
your remote mail. When specifying information, refer to the section
“Guidelines for setting up your new mail account” on page 3-33.

Creating a new mail account using Microsoft Outlook Express 5.0 or later for Windows and
Mac 0S

1 Run Outlook Express.

2  On the Tools menu, click Accounts.
The Internet Accounts dialog box appears.

3 Ensure that the Mail tab is selected, then click New.
O Windows: The Internet Connection Wizard runs.
O MacOS: The Account Setup Assistant runs.

4  Follow the instructions on the screen to set up a new account for retrieving
your remote mail. When specifying information, refer to the section
“Guidelines for setting up your new mail account” on page 3-33.

Creating a new mail account using Qualcomm Eudora 4.3 or later for Windows

The following instructions apply to the Eudora Pro and Sponsored modes only.
Eudora Light mode does not support multiple mail accounts.
1 Run Eudora.
2 On the Tools menu, click Personalities.
The Personalities window appears on the left.

3 Right-click anywhere in the Personalities window.
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On the menu that appears, click New.
The New Account Wizard runs.

Follow the instructions on the screen to set up a new account for retrieving
your remote mail. When specifying information, refer to the section
“Guidelines for setting up your new mail account” on page 3-33.

Creating a new mail account using Qualcomm Eudora 4.3 or later for Mac 0S

The following instructions apply to the Eudora Pro and Sponsored modes only.
Eudora Light mode does not support multiple mail accounts.

1
2

Run Eudora.

On the Windows menu, click Personalities.

The Personalities window appears on the left.

Click New.

A new personality icon appears.

Type a name for the personality, then press Enter.

Ensure that the new personality icon is selected, then click Edit.
The Settings dialog box appears.

Specify information in the dialog box to set up a new account for retrieving
your remote mail. When specifying information, refer to the section
“Guidelines for setting up your new mail account” on page 3-33.

Guidelines for setting up your new mail account

When specifying options for your new mail account in your remote mail
program, follow these guidelines:

O

Specifying your e-mail address: Specify the same e-mail address that you use at
the office. This address usually has the following form:

your_login_name@your_organization.com

Specifying whether to use POP or IMAP for the incoming mail server: The Inter]Jet
mail server supports both POP (Post Office Protocol) and IMAP (Internet
Mail Access Protocol). If you choose POP, your mail program downloads
your e-mail messages from the server to your personal computer. If you
choose IMAP, your mail program does not download messages to your
computer, but instead allows you to access and manipulate e-mail messages
on the mail server. If you are not sure which server protocol to use, choose
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POP. You can change your selection at any time. For more information
about choosing a server protocol and specifying protocol options, refer to
your mail program’s manual or Help.

Specifying your mail server: Specify the InterJet mail server as bozh the
outgoing mail (SMTP) server and the incoming mail (POP or IMAP)
server. Your InterJet mail server name usually has the following form:

interjet.your_organization_name.com

Tip: If you do not know your InterJet mail server's name, check the settings
for your mail account in the mail program that you use at the office.

Specifying your login name (user name) and password for the mail server: Specify
your InterJet login name and password to log in to the Inter]Jet mail server.
Specify the same InterJet login name and password that you use at the office
to access your e-mail messages. Your login name is the first part of your e-
mail address, which appears before the @ symbol.

If your mail program does not provide an option for specifying a password
for your account on the mail server, the InterJet mail server will ask you to
provide the password when you attempt to retrieve your mail.

Specifying authentication options: For the new mail account, you do not need to
specify any authentication options for the InterJet mail server. Because your
remote computer is behind the InterJet firewall when you use Secure
Remote Access, the InterJet mail server does not require any authentication
methods other than your providing your InterJet password.

Specifying whether to leave your e-mail messages on the mail server: If you selected
POP rather than IMAP for the incoming mail server protocol, specify that
your remote mail program leave, or store, copies of your messages on the
InterJet mail server, rather than deleting messages when downloading
them from the server. Otherwise, any messages that you retrieved remotely
are not available on the server once you return to your office. Refer to your
mail program's manual or Help for information about how to leave, or
store, your messages on the mail server.
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Important: If you have a separate, personal mail account with your ISP, you
may use your remote mail program to retrieve e-mail messages sent to that
account. If, when using Secure Remote Access, you attempt to reply to such a
message, your mail program may display an error message. This message
usually indicates that your mail server rejected the recipient’s e-mail address
and that relaying was denied. To avoid this problem, you can do either of

the following:

O Option 1: Set up another mail account in your mail program, and use this
account to reply to any e-mail messages sent to your personal mail
account. When setting up the account, specify the following:

¢ your ISP’s mail server as the incoming (POP) mail server
e the InterJet as the outgoing (SMTP) mail server

¢ the e-mail address that you use with your personal mail account as
the sender’s e-mail address

O Option 2: When you reply the message, use the account that you normally
use to send and receive your InterJet mail. However, the recipient of your
reply may see your InterJet e-mail address as the sender of the message—
not the e-mail address that you use with your personal mail account.
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Accessing Your Network Using Secure
Remote Access

This chapter explains how to log in to the InterJet and access your private Office
network using Secure Remote Access.

Before you begin...

Before you use Secure Remote Access to access your Office network, ensure that

you have the following:

O

Internet access: To use Secure Remote Access, you must have access to the
Internet, using either an individual Internet service provider (ISP) account
or Internet access provided on a remote network, such as a branch office.

One of the following PPTP client programs:

e Microsoft VPN Adapter for Windows 95 or 98

¢ Microsoft PPTP client for Windows 2000

¢ Microsoft PPTP client for Windows N'T Workstation
¢ Network Telesystems TunnelBuilder for Mac OS

For information about configuring these client programs, see Chapter 3,
“Setting Up Your Remote Computer for Secure Remote Access.”

A safe password: When you use your PPTP client program to access your
network remotely, you must provide your InterJet password. Your
password must be at least four characters and contain at least one character
other than a letter, such as a number or symbol.

For information about changing your Inter]Jet password, look up
“password, changing” in the InterJet Help Index, or ask your Inter]Jet
administrator.
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Using the Microsoft PPTP Clients for Windows 95, 98,
2000, and NT

If you use a dial-up networking connection to access the Internet through your
own ISP account—for example, using a 56K modem—you must use two dial-
up networking connections simultaneously to log in to the InterJet and access
your Office network remotely, as follows:

O First, access the Internet using your own ISP dial-up networking
connection. For example, if you have a personal ISP account that you use at
home, you must first access the Internet using that account.

O Once you access the Internet, use your VPN connection—which you
created using either the Microsoft VPN Adapter or PPTP client for
Windows NT, as appropriate—to log in to the Inter]et.

Note: If you configured a VPN connection using Windows 2000, the connection
automatically dials your ISP before attempting to log in to the Inter]Jet.

If you use a full-time connection to access the Internet through your own ISP
account, you need to use only your VPN connection to log in to the InterJet and
access your Office network remotely. You usually use a full-time connection to
the Internet if your remote computer is connected to one of the following:

0 aDSL modem

O acable modem

O an “always on” ISDN line

O alocal area network (LAN) that has access to the Internet—for example, a
branch office

To log in to the InterJet and access your network, follow these steps:

1 Ensure that the Inter]Jet is accessible.

If your InterJet uses a dial-on-demand connection to your organization’s
ISP—for example, a 56K modem or ISDN connection—the InterJet may
not be connected to the ISP when you attempt to access your network
remotely. To ensure that the Inter]et is accessible, you can use the remote
dial-back feature on the InterJet. See “Using remote dial-back” on page 4-7.

2 Ifyou are using a mobile computer that you also use at the office, clear any
IP address information that your computer retains, as follows:

a  Click Start, then click Run.
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b In the Open box, do one of the following:

For Windows 95 or 98: Type winipcfg. In the dialog box that appears,
click Release All, then click OK.

For Windows NT or 2000: Type ipconfig /release.

If you use a dial-up networking connection to access the Internet, connect
to your ISP using that connection, as follows:

For Windows 95 or 98:

a  Double-click the Dial-up Networking icon for your ISP connection
b In the Connect to dialog box, click Connect.

For Windows NT:

a  Double-click the Dial-up Networking icon.

b Inthe Dial-Up Networking dialog box, in the Phonebook entry to dial
drop-down list, select the phonebook entry for your ISP connection.

¢ Click Dial.

Important: Your computer must be connected to the Internet before you
can run your PPTP client program to log in to the InterJet and access your
private network.

For Windows 2000: If you configured your VPN connection to first dial your
ISP before connecting to the Inter]Jet, skip to the next step.

Run the VPN connection that you created using the Microsoft VPN
Adapter for Windows 95 or 98, PPTP client for Windows 2000, or PPTP
client for Windows NT, as follows:

For Windows 95 or 98: Double-click the Dial-up Networking icon for your
VPN connection. The Connect To dialog box appears.

For Windows 2000: In the Network and Dial-up Connections window,
double-click the icon for your VPN connection.

For Windows NT: In the Dial-Up Networking dialog box, in the Phonebook
entry to dial drop-down list, select the phonebook entry for your VPN
connection.

Do one of the following, as appropriate for your computer’s operating
system:
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For Windows 95 or 98: Type your InterJet login name and password, then click
Connect.

2 Connect To [2]x]
e

User name: rour Interlet login name
Bassward: l—

I~ Save passward

VPN serwer: IYnur Interdet VPN server name

For Windows 2000: Type your InterJet login name and password, then click
Connect.

User name: IYnur Interlet login name:

Password |

I~ Save Password

Comect | Cancel | Puopetis | Hep |

For Windows NT: Click Dial, then type your InterJet login name and password.

3L Dial-Up Netwarking

Phanebook entry to diak

[intenset Conrection =

Phone number prexiew,

[interiet yourcampany.com

Dialing figm,
[Mew Lacation |
Locaion..
Dial Close

Your computer logs in to the Inter]et.
Note: If you are unable to log in to the InterJet, the maximum number of

remote users may already be online. Secure Remote Access supports up to ten
remote users at once.
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Once you establish the Secure Remote Access connection, you can

O access files on the Inter]et, such as files in the dropbox, using Windows
Network Neighborhood (for Windows 95, 98, and NT) or My Network
Places (for Windows 2000), a Web browser, or an FT'P (File Transfer
Protocol) client program

O access files on computers on your network that have file sharing enabled,
using Windows Network Neighborhood/My Network Places

O access your e-mail messages using a mail program
O view Web pages on your intranet using a Web browser

O use network resources, such as printers and other devices that
support TCP/IP
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Using TunnelBuilder for Mac 05

If you are using N'TS TunnelBuilder for Mac OS, please refer to the instructions
that Network Telesystems provides. If you have questions about using
TunnelBuilder, please contact Network Telesystems technical support.

Note: If your remote Macintosh computer uses a dial-up connection to your
ISP— and your InterJet uses a dynamic IP address—you must first access the
Internet using the N'T'S Dialer. Once you connect to the Internet, you must use a
domain name lookup utility to determine the public IP address for the Inter]et.
A custom domain name lookup utility for Secure Remote Access users, called
LookupName, is available at the following URL:

ftp://ftp.whistle.com/pub/mac

Once you determine the InterJet IP address, specify that address for the VPN
server address in the N'T'S Dialer, then click Connect.

Once you establish the Secure Remote Access connection, you can do the
following:

O  Access files on the InterJet, such as files in the dropbox, using a Web
browser or an FTP (File Transfer Protocol) client program.

To use a Web browser to access files on the Inter]et, type
ftp://interjet.your_domain_name in your browser’s Location or
Address box. If you use Netscape Communicator, you can use your browser’s
Upload File option in the File menu to upload files to the dropbox or your
personal folder on the Inter]et.

Important: You cannot use the Chooser on your remote Macintosh
computer to access files on the Inter]et.

O  Access files on other computers running either Mac OS 9.0 or later that
have the File Sharing option turned on or AppleShare IP server, using the
Chooser.

Important: Secure Remote Access does not support AppleTalk over the
remote connection. Therefore, computers and devices on your private
network do not appear in the list of devices in the Chooser. To use the
Chooser on your remote Macintosh computer to access files residing on a
computer running either Mac OS 9.0 or later or AppleShare IP server, you
must specify either the computer’s IP address or its DNS (Domain Name
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Service) name on the Inter]et. If you do not know the IP address or DNS
name of a computer on your network, ask your InterJet administrator.

O  Access your e-mail messages using a mail program.

For information about setting up a remote mail program, see “Option: Set
up a mail program on your remote computer.” on page 3-31.

O View Web pages on your intranet using a Web browser.

O Use network resources, such as printers and other devices that support

TCP/IP.

Using remote dial-back

If your Inter]et uses a dial-on-demand connection to IBM or another ISP and
your InterJet administrator has turned on remote dial-back, you can use this
option to ensure that the Inter]et is accessible for remote access. Remote dial-
back allows you to reliably establish a connection between the InterJet and the
ISP at any time from a remote location.

To use remote dial-back, follow these steps:

1 From your InterJet administrator, obtain the telephone number for the line
that your InterJet uses for its ISP connection.

2 Dial the Inter]et telephone number.
3 After one ring, hang up.

The Inter]et dials your organization’s ISP and establishes a connection. You
can now access the InterJet remotely.
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Chapter

Managing Secure Remote Access

If you have the System Administrator privilege, you can do the following to
manage remote access to your Office network:

O

Change the times during which remote access is available: You can allow or
disallow remote access during your organization’s work periods, using the
InterJet Activity Schedule. For more information about scheduling Secure
Remote Access, see “Specify when Secure Remote Access is available.” on
page 2-6.

View information about a remote connection: You can view information such as a
remote computer’s IP address, a remote user’s name, and the duration of a
remote connection.

Disconnect a remote computer from your Office network: At any time, you can use
the System Agent to disconnect a remote computer from your Office
network. Once you disconnect a remote computer, the remote user no
longer has access to resources on your network.

View the Remote Users report: The Remote Users report shows you which
remote users accessed the InterJet the most. It also shows the average
duration of remote access connections to the InterJet for each remote user
per day, during the current or previous month. This information can help
you to determine whether to restrict remote access during certain work
periods for all users or individual users.

If you have the Personnel Administrator privilege, you can specify which users
y p g6y pecity

have remote access to your network by assigning the Secure Remote Access
privilege to their InterJet accounts. For more information about assigning this
privilege to a user’s account, see “Specify who can use Secure Remote Access.”
on page 2-4.
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Viewing information about a remote connection

To view information about a remote connection, follow these steps:
1 Inthe Agent Selector, click System.
The System Agent View appears.
2 Point to the Office Net object.
The Office Network menu appears.
3 On the menu, click Network/Machines List.

The View Network/Machines page appears.

w Network/Machines - Netscape. [-[ofx]
Edt_View Go Communicalor Help

el
@ | keep rack of all of the machines on your network. To view more information

@y, aboutamachine, select the machine, then click edic

st}

P e | [ 5 wme ul
Select  IP Address Name Link
o s 1 - Office Ethernet 192.168.1.1
ok interjet 00:60:61:01:04:3b
mail
pop
4 192168.1.2 remote-msmith  00:10:4b:chicd:7f
=1 19216816 remote-crodiig 00, c0.4f c449:60
& 192168112  Aufodefected  00:10:3d:cb:58:60 -
£ 192168114  Aufodefected  00:c0:5¢chi4T:ef
192168126 testmach 00:10:4b:24:50:25
192.168.1.29  msmith 00:60:97:15:b:1b

192168135 Aufo-defected  00:c0:4f c449:d7

192168143 Aufo-detected  00:10:4b:75:d1:16

192168157 fiones 00:10:4b:66:69:b1

192168168  Aulocetected  00:60:08:2¢:02:30

192168176 Aulo-cetected  00.60:08b6:8b:e3

192168181  Aufo-defected  00:10:4b:3064:48

2077620592 Autodefected  00:80:29:37:cb:9f

192.168.1.125  m10 55:41:53:20:10:80:27:0:00:50:07:37:cb:9f
1921681137 Auodetected  00:40:05:37bb:8d

1921681140 Aulo-cetected  00:80:29.69:bf 76

fmm o jm

EEEEEEEEEEEEEEEEEEE)
FrTrrrr Ir T T T TTT TR
i

192.168.1.149 m100 52:41:53:20:10:80:27:0afe:df bd:01:01:00
192.168.1.156 Aufo-detected 00:50:07:37:cb:9f
192.168.1.164 Aufo-detected 00:10:52:18:73:df [

4 In the list of networks and machines, click the option button for the remote
computer for which you want to view information.

The following icon identifies remote computers:

B=

5 Click edit.
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The Edit Remote Access Machine page appears, showing information
about the remote connection.

3 Edit Machine - Netscape:

[-[Ofx]
File Edt View Go Commuricator Help

Here i information about the remote access machine and the
$hag  userwho is currently accessing your Office network remotely.

FE ) Toterminate the computer's remote comaction toyour networc
LEL ciick disconnect now.

help

= disconnect

Remote Access Machine

User login name: msmith

Time connected: 159 PM
Real name: Mary Smith

Connected for: 5 mins, 37 secs
Local IP address: 192.168.12 Remote IP address: 10.20.3040

Close

Tip: For descriptions of the items on the page, click help at the top of the
page.

Disconnecting a remote computer from your Office
network

To disconnect a remote computer from your Office network at any time,
follow the steps in “Viewing information about a remote connection” on
page 5-2. On the Edit Remote Access Machine page, click disconnect now.

3 Edit Machine - Netscape:

[-[Ofx]
File Edt View Go Commuricator Help

Here is information about the remote access machine and the
Wrtag

halp
user who is currertly accessing your Office network remotely
FL[p Toteminats the compuer'sremats comnection o your network.
LD ciick disconnect now.
= discomect 47
Remote Access Machine

User login name: msmith

Time connected: 159 PM
Real name: Mary Smith

Connected for: 5 mins, 37 secs
Local IP address: 192.168.12 Remote IP address: 10.20.3040

Close
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Viewing the Remote Users report

Data for the Remote Users Report is available only during work periods for
which remote access is set to Allow in the InterJet Activity Schedule.

When viewing the report, you can export the report data to a text file as comma-
separated values (CSVs), which you can then import into a spreadsheet or
database program.

To view the Remote Users Report, follow these steps:

1 On the InterJet home page, click Reports.

5 Intewset Home Page - Netscape =
e Edit View Go Communicator Help
< ¥ 3 A 2 =+ & @
Back  Fod Beoad Home  Seach Nelwwe P Secuiy  Sup
< Bookmaks ) Locaton [t et/ <] @ whats Reaed

2 ]
Fa. ) ﬁ public web site intornal web site help M! Reports ‘

1am the System Agent. | provide infarmation abaut your

9 netwark, and help yau keep it and the InterJet running 7;.3 Schodulo
h smootty
'&7 & Costom
}! P P Servies [y
Systom

bt

k. T N
o KN

Office Net InterJet

N 3

®

Whistle

WhistleWare™

= == e Y a® ER 2|

The Reports page appears.

2 Under Select report topic, click Remote users.

5% Roports - Netscapo =[E[x]
File Edt View Go Communicator Help

halp
The Reports feature makes it easy to view data about syster use. You can
view a summary chart or a more detailed table

[ oot svaresd oge).

[ View Activity Report
Select report topic:  [Local users < 4

The report: Summary of local users' daily activity February 1 - February 24

‘Average number of
minutes connected per day

522 52
2,

Top-10 Users

ReportView: & Chart(summary) ~ Time Span: & Current month to date
© Table (details) © Previous month
Close
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The Remote Users Report appears, showing the chart view for the current
month by default.

The chart view shows the ten remote users who spent the most time
connected to the InterJet, and the average number of minutes that each of
these users was connected to the InterJet per day. The chart also shows the

average duration of remote access connections for all other users combined.

Option: To display the table view, under Report view, click Table (details).

The more detailed table view shows the average number of minutes that
each remote user was connected to the InterJet per day. The table displays
the remote users’ login names in alphabetical order.

Option: To display the report for the previous month, under Time span, click
Previous month.

Option: To export report data to a text file that you can import into a
database or spreadsheet program, follow these steps:

a  Click export data.

b  If your browser asks you what you want to do with the text file, specify
that you want to save it to your computer’s hard disk.

A dialog box appears, showing the default name for the file as
report.data.

¢ Specify the location at which to save the text file.

d Click OK in the dialog box.

The InterJet formats the data in the text file as comma-separated
values (CSVs). Most database and spreadsheet programs support this
format.

When you have finished viewing the report, click Close.
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Appendix

A

Troubleshooting Secure Remote Access

The following table provides solutions to some common problems that you

may encounter when attempting to

O

O

access your Office network using Secure Remote Access

use Windows Network Neighborhood (for Windows 95, 98, and NT) or
My Network Places (for Windows 2000) to access machines on your

network

Problems with accessing your network remotely

Possible Cause

Solution

Your remote PPTP (Point-to-
Point Tunneling Protocol) client
program is not configured

properly.

Ensure that you follow the instructions in Chapter 3, “Setting
Up Your Remote Computer for Secure Remote Access.”
Also refer to the configuration instructions that came with
your PPTP program.

Your PPTP client program must specify the fully qualified
domain name (FQDN) for the InterJet.

The maximum number of
remote users have already
logged in to the InterJet. Secure
Remote Access supports up to
ten remote users at once.

Try logging in to the InterJet at a later time.

Your InterJet uses a dial-on-
demand connection to your ISP,
and the InterJet is not
connected to your ISP when
you attempted to log in to the
InterJet remotely.

A System Administrator can allow users to establish a
connection between the InterJet and the ISP from a remote
location, at any time, using remote dial-back. For
instructions on connecting the InterJet to the ISP remotely,
see “Using remote dial-back” on page 4-7.
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Problems with accessing your network remotely (continued)

Possible Cause

Solution

The password for your InterJet
user account is not safe for
remote access. You cannot log
in to the InterJet remotely using
an unsafe password.

Change the password for your user account on the InterJet
to a safe password. Safe passwords consist of at least four
characters, and have a combination of letters and at least
one number or other character. The password cannot
contain your InterJet login name. For instructions on
changing your password, look up “password, changing” in
the InterJet Help Index.

You are attempting to access
your network from another,
remote network—for example, a
branch office—but the remote
network's firewall does not allow
PPTP connections to pass
through it.

Ask the administrator for the remote network to configure
the network's firewall to allow PPTP connections, which use
IP protocol number 47, to pass through it.

Problems with using Network Neighborhood/My Network Places

Possible Cause

Solution

Your remote computer does not
have a unique name.

Ensure that your remote computer does not have the same
name as another computer on your network. To change the
name of your remote computer, follow the instructions in
“Changing your computer’s name or workgroup” on page 3-
4

Your remote computer is not in
the same workgroup as that of
the InterJet and other machines
on your network.

Ensure that your remote computer is in the same workgroup
as that of the InterJet and other machines on your network.
To change the workgroup in which your remote computer
resides, follow the instructions in “Changing your
computer’s name or workgroup” on page 3-4.”

Your remote computer does not
has an appropriate network
client installed on it.

Ensure that your remote computer has the appropriate
networking client software—such as Client for Microsoft
Networks—installed on it. For information about verifying
whether your computer has a network client, see “Verifying
that network components are installed on your computer.”
on page 3-14.
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Problems with using Network Neighborhood/My Network Places (continued)

Possible Cause

Solution

Other Windows computers on
your network are not set up
properly for file sharing.

Ensure that the appropriate client computers on your Office
network are set up for file sharing on a network. To provide
file-sharing services, a Windows computer must have the
appropriate networking client software—such as Client for
Microsoft Networks—installed on it.

Your remote Windows computer
cannot communicate with other
computers on your network.

To communicate with each other, your remote computer and
the computers on your Office network must share the same
network address and netmask. A netmask determines
which part of a computer’s IP address identifies the network
address.

The Microsoft implementation of PPTP—which Secure
Remote Access uses—does not allow configuration of your
network’s netmask. Instead, PPTP on your remote
computer assumes that your network is using one of the
following standard, or “natural,” netmasks, depending on the
IP address it receives from the InterJet:

0 IPaddress: 0. x.Xx.x-127.X.X.X
Standard netmask 255.0. 0. 0 (netmask width 8)

0 IPaddress: 128.0.x.x-191.255.x.x
Standard netmask 255.255.0. 0 (netmask
width16)

0O IPaddress: 192.0.0.x-223.255.255.x
Standard netmask 255.255.255. 0 (netmask
width 24)

To solve this problem, you must ensure that your Office
network uses a standard netmask, as appropriate for your
network’s address. Refer to InterJet Help for instructions on
viewing and changing the netmask for your Office network.
In addition, you must

0  change the range of IP addresses available for DHCP

0  change the range of IP addresses available Secure
Remote Access

0 restart DHCP client machines on your network

0 reconfigure any machines that use a static IP address
with an appropriate IP address and netmask

Whistle Communications recommends that only individuals
who are familiar with network addressing perform
these tasks.
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